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BBEJIEHUE

KypcoBoii npoekT (paboTa) siBisieTcst 0JJHON U3 PopM yueOHOM NesITEIbHOCTH,
KOTOpasi  BBIMIOJIHSAETCS  CTYJEHTOM  CaMOCTOSITENIbHO TOJT  PYKOBOJCTBOM
npenoaaBareniss. KypcoBoit mnpoekT (paboTa) mpeacTaBisieT co0oil  ydeOHo-
HCCIIEIOBATENbCKYIO  JIEATENbHOCTh, TPEOYIOIIyl0 OT CTYIACHTOB OCBOCHHS
AJIEMEHTOB TEOPETUKO-TIPAKTUYECKOTO HCCIEe0BaHMs. BhIMoIHEHHE KypCOBOTO
npoekTa (paboThl) HANpaBJIeHO HAa (POPMUPOBAHKE Y CTYJEHTOB CIIOCOOHOCTEH:

— CaMOCTOSITEIbHO MBICITUTD,
— AHANIM3UPOBATH U COTOCTABIIATH (DAKTHI,
— 000011aTh U TOTUYECKH U3JIaraTh MaTepual.

B pe3ynbTaTe BBIMONTHEHUS KypCOBOro MpoekTa (paboThl) Yy CTYIEHTOB
dbopmupyeTcsi CyObeKTUBHO HOBOE 3HAHUE IO OJTHOM U3 YaCTHBIX MPOOIIEM.

B xozxe paboThl HaJ KypCOBBIM IPOEKTOM (pabOTOM) y CTy/I€HTa pa3BUBAETCS
HAOJIIOIATENIbHOCTh, CTYJEHT YYUTCS HE TOJBKO HAXOIUTh HEOOXOIUMYIO
nH(GOPMaIINIO, HO M KOPPEKTHO €€ MCIOIh30BaTh B CBOEM UCCIIEIOBAHUH, TPAMOTHO
JIEMOHCTPUPOBATh, KaK U OTKYJ1a ObUIH TTOJIYYSHBI T€ WJIM MHBIE CBEJICHUS, K KAKOBO
WX 3HAUEHUE /ISl JAHHOTO MCCIICIOBAHMUS.

KypcoBoii mpoekT (paboTta) crmocoOCTByeT (OPMUPOBAHUIO Y CTYJICHTOB
OMbBITa CAMOCTOSITEILHOTO TBOPYECTBA, TMOBBIIICHUIO YPOBHS TEOPETUUECKOU H
npodeccCHoHaTFHON MOATOTOBKH, JIyUIIEMYy YCBOCHHUIO YY€OHOTO MaTepuaa.

BrinonHenue CTYJEHTOM KYpCOBOTO MPOEKTa (paboThI) 1o
MEXIUCIUTUTMHAPHOMY KYpCY MPOBOJIUTCS C HENBIO:

— CHCTEMAaTH3alliy M 3aKPEIUICHUS TOJIyYCHHBIX TEOPETHUECKHX 3HAHUU U
MPAKTUYCCKUX YMEHHH 1O JUCITUIUTHHE WIIA MEXIUCITUTUTMHAPHOMY KYpCY;
- (opMupoBaHUS yMEHUIN IPUMECHATH TCOPETUUCCKUEC 3HAHUS TIPH PEIICHUN

ITOCTAaBJICHHBIX 3aJa4,



— ¢dopMUpOBaHMUS YMEHUH MOKMCKa, aHAJIN3a, CUCTEMAaTU3aIlK, 0000IIeHus,
CHeLUaTbHOM, CIIPAaBOYHON U HOPMATUBHO-TIPABOBOI MH(POPMALIUH, TOTYYSHHOH U3
Pa3NUYHBIX HHPOPMAIIMOHHBIX UCTOYHUKOB;

— TIOBBIIICHUS YPOBHSI CUCTEMHOTO MBIIICHHSI, TBOPUECKOW MHHUIIMATHBHI,
CaMOCTOSITEJIbHOCTH M OTBETCTBEHHOCTH 3a IPUHUMAEMBbIE PEIICHUS;

— (opmupoBaHUs yMEHUI oopmIATh pe3yabTaThl y4eOHO-
MCCIIEIOBATENbCKOM  ACSITEIBHOCTH, TOTOBUTH MPE3EHTALMIO JJIs  3aIIUTHI
BBIIIOJIHEHHOTO KYPCOBOTO TpoekTa (paboThl), BBICTYNATh IMEpe] ayIUTOPHEN C
JOKJIaIOM M BECTH MPOQPECCHOHANBHYIO IHUCKYCCHIO TPHU 3alllUTe KYpPCOBOTO
npoekTa (paboThl);

— MOJTOTOBKHU K BBIMOJIHEHUIO 3aLIUTE TUIIOMHOTO MPOEKTa (paboThl).

IIpy moaroroBke KypcoBOro mnpoexkra (padorel) He00X0AUMO C€OOJIIOJATH
NPUHIMIOBLI AKAJAeMHYeCKOH 4YeCTHOCTH; 3ampeliaercsi HCNOJb30BaHHE —
TeXHOJOTHH MCKYCCTBEHHOI0 MHTeJUIeKTa B LeJfX CI0COOCTBOBAHMA
Pa3BUTHS AHAINUTHYECKHX, KOHUENTYAJbHbIX U NMPAKTHYECKUX HABBIKOB Y

CTYy/JIeHTA.



1 OBIIME ITOJIOKEHUA

KypcoBas pabota siBiisseTcsi 0qHOM U3 BaKHEUIMX GopM yueOHOM paboThI 1
BBIIIOJIHSIETCSI CTYJIEHTOM B COOTBETCTBHE C Y4YE€OHBIM ILJJaHOM. BpInosiHeHHe
KypcoBOM pabOThl CHOCOOCTBYET YyriayOJEHHOMY YCBOCHHMIO JIEKIIMOHHOTO
MaTepuaia u NpUOOPETEHUIO0 HABBIKOB B 00JIACTH OLIEHKH WH(GOpPMAIIUU, CO3TaHUS
KOMILJIEKCHOM CUCTEMBI 3alIUThl HH(OpMAIUH.

Jlnst  BBIMOJHEHUS KypcoBOM pabOThl CTYACHTHI MOTYT M JIOJDKHBI
MOJIb30BATHCS PA3IUYHON JTUTEPATYPOId: 3aKOHAMHU, HOPMATUBAMH, PYKOBOASAIIMMHI
nokyMeHtamu, ['OCTamu,  nepuoauvecKod  JUTEpaTypod,  JIEKUUAMH,
CHEIHUATbHON JIUTEPaTypoOl, METOJUIECKUMH MOCOOMSIMH, KHUTAMH TI0 TEMaTHUKU
KypcoBOi paboThl U T.11. Ha kauecTBO KypcoBOil pabOThI CyIIECTBEHHOE BIIUSHHE
OKa3bIBAET YMEJIOE HCIIOIB30BAHNE ITPAKTUYECKOIO U TEOPETUIECKOTO MAaTEPHUAIIOB.
[TogOop [naHHBIX, WX KPUTHUYECKOE OCMBICIEHHME M 00pabOTKa COCTaBISIOT
BaYKHEHIIINH 3Tal B MOJrOTOBKE U HAIIUCAHUM KYPCOBOM pabOTHI.

Tembl KypcoBbIX paboOT mpeiaraloTcs CTyieHTaM Ha BbIOOp. CTyAeHT uMeeT
MpaBo BeIOpaTh OJHY M3 pa3zpaboraHHbIX Kadenpoil Tem ([Ipunoxenue Ne 1) mwnu
OpeUIOKUTH TEMYy  CaMOCTOSITEIbHO TPU  YCIOBUM  OOOCHOBaHMM €€
11e51eco00pa3HOCTH.

3aKkperuieHne TeM KypCOBBIX paboT 3a cTyjeHTamMu (Mo y4eOHBIM TpyIam)

OCYHICCTBIIACTCA HAa OCHOBAHUHU 3a4BJICHUA CTYACHTA COIIACHO IIPHUIIOKCHUIO Ne 1

2 TPEBOBAHHSA K CTPYKTYPE KYPCOBOM PABOThI
2.1 Tlo conmepkaHuto KypcoBasi paboTa MOXKET HOCHTh TEOPETHYECKUH,

MPAKTUYECKUA WM  OMBITHO-IKCIIEPUMEHTANBHBIN  xapakTep. OO0mmii o0bem
KYPCOBOM pabOThI COCTABIIAET, KaK MPaBmiIo, He MeHee 15-20 cTpanwuil.
2.2 KypcoBasi paboTa TEOPETHYECKOTO XapakTepa OJDKHA COCTOSITh H3:
BBEJCHUSA, B KOTOPOM pPACKpPBIBAETCS AaKTyaJlbHOCTh W 3HAUYEHUE TEMBI

bopmynupyeTcs 1esb paboThl;



TEOPETHUYECKOW 4YacTH, B KOTOPOM JaHbl HCTOPHS BOINPOCA, YPOBEHBb
pa3pabOTaHHOCTH MPOOJIEMBI B TEOPUU U MPAKTUKE MOCPEACTBOM CPABHUTEIHHOTO
aHaJIM3a JUTEePaTyphI;

3aKJIIOYEHUs, B KOTOPOM COJIEpXKAaTcsl BBIBOJBI M  PEKOMEHIAIUU
BO3MOKHOCTEH MCIOJIb30BAHMS MAaTEPHUATIOB paOOTHI;

CIIMCKA HUCIIONb3YEMOM JINTEpaTypHI;

IpUIIoKeHuUs (IPH HEOOXOAUMOCTH).

2.3 KypcoBas paboTa mpakKTHIEeCKOTO XapaKkTepa J0KHA COCTOSITh U3:

BBEJICHUS, B KOTOPOM pPACKpBIBAETCS AaKTYaJIbHOCTh W 3HAYCHHUE TEMBI,
(hopMyIUPYIOTCS LIETU U 3a7a4u paboThI;

OCHOBHOM 4acTH, KOTOPast 0OOBIYHO COCTOUT U3 ABYX Pa3/IeiIOB:

B IIEPBOM pa3Jiee COAEPKATCI TEOPETUYECKHE OCHOBBI pa3zpadaThiBacMOM
TEMBI;

BO BTOpPOM pa3leie Mpe/CTaBlIeHAa IpPaKTUYeCKass 4YacTbh, B KOTOpPOM
COJIEPKAThCS pacueThl, IpauKu, TAOIUIIbI, CXEMBI U T.II;

3aKJIIOYEHUs, B KOTOPOM COJEpKAaTcs BBIBOJbI M  PEKOMEHIALUU
OTHOCUTEIBHO BO3MOKHOCTEH MPAKTUYECKOTO NPUMEHEHHUSI MaTEPUATIOB PabOTHI;

CIIMCKA JIUTEPATyphl (MCIOJIH3YEMbIX UCTOUHUKOB) Ha OyMaXKHBIX HOCUTEISIX
100 B JIEKTPOHHOM BHJIE U UHTEPHET-PECYPCOB;

MPWIOKEHUS (TIpU HEOOXOTUMOCTH).

JIrobas pabota, koTopas TpedyeT pa3paboTku, HaYMHAETCSl ¢ TeXHUYECKOTro
3aganus. Texnudeckoe 3amanue (manmee — T3) (Ilpunoxkenue Ne 3) sBrsercs
OCHOBHBIM JIOKYMEHTOM, ONpPEACSIOMMNM TpeOOBaHUS W TMOPSAOK CO3JaHUsA
(pa3BUTHA WM MOJCPHHU3AIMU - Jajiee CO3/IaHWs) KaKOH-IHNOO CHUCTEMBI, B
COOTBETCTBUHM C KOTOPBIM MPOBOAMTCS pa3pabOTKa CUCTEMbI U €€ MpUEMKa Mpu
BBOJIE B JICVICTBHUE.

2.4 CryneHT noibkeH O(OpPMHUTH KypCOBYHO pabOTy B COOTBETCTBUH C
TpeboBaHusIMH (TTprutoskeHre Ne 5) 1 nmpeaocTaBuTh MPero1aBaTeiio Iy MPOBEPKH
KOIUIO CBOEH KypCcOBOHM palOOThI Ha 3JEKTPOHHOM HOCHUTENE HE MO3JHEE, YeM 3a

JABe HeJeJIM 10 YCTAHOBJICHHOT0 CPOKA 3aIMThI KYPCOBO# padoThlI.



3 COJJEP)KAHUE OCHOBHOM YACTHU KYPCOBOM PABOTHI

3.1 Texnmueckoe 3amanme (T3), paspabaTeiBaeMoO€ CTYJACHTOM B paMKax
BBITIOJTHEHHSI KYPCOBOUM pabOTHI, COAEPKUT KaK MUHUMYM CIICIYIOIIUE pa3/Ieibl,
KOTOPBIE JIOMyCKAETCs JEIUTh Ha MOAPA3/AEIbl:

1. Onucanue o0ObeKTa 3aIUThI. JlaHHBIN pa3ies COAEPAKUT KpaTKOe ONUCaHUE
00bekTa 3amuThl. Bce HE00X0AUMBIE TaHHBIE 00 00BEKTE JOJKHBI OBITH 3aHECEHBI
B IpuJIokeHus K T3.

2. lleneBas ycTaHOBKA.

dopMmynupyemasi CTyJIEHTOM LIeJb KypCOBOM pabOThl T0KHA OBITH YETKOM,
IPO3PavyHON M TOCTHKUMOM. J[oCTHIKEHHME MOCTABIEHHOM 1IeJIU MPU BHITIOJHEHUN
KYPCOBOM paOOTHI SBISETCS OJHUM M3 KPUTEPHUEB €€ OIICHKN — HeUeTKasl, HeTOYHAs
WIM 3apaHee HEeIOCTHKUMAas IEIN CYIIECTBEHHO 3aTPYJIHUT 3alllUTy KypCOBOMU
paboTHI.

3. OcHOBHBIC pasnenbl. Pasmen comepXUT Ha3BaHHME OCHOBHBIX JTalloB
BBITIOJIHEHUS KYPCOBOM pabOTHI;

— AHann3 00bEKTa 3aIlUTHI.

— @opmMupoBanue TpedoBanuii k coznaBaemoit KC3U.

— Pa3paboTtka koHueniuu, cozaaBaemoit KC3U.

4. Victounuku. B nanHOM paszfese nepedyucistorcs: 6a30Bbie HOPMATUBHBIC U
METOIMYECKHE MaTepUalbl, KOTOPBIMH CTYJEHT OYJIE€T pyKOBOJCTBOBATHCS B CBOCH
JCSATCIILHOCTH.

[Tpunoxenue Ne 4. TUTYyIbHBINA JTUCT KypCOBOTO MPOEKTA.

B pamkax maHHOrO METOAMYECKOTO TMOCOOMsI CTYACHTY WpeajiaracTcs
BOCIIOJIB30BAThCSA  TPWIOKCHUSAMU IS pa3padOTKH  KypCOBOM pabOThI |
npuioxkeHui k vemy: Ilpunoxenue 6

e TeppuTopuandbHbIN IJIAaH MECTHOCTH, C PACIHOJOXCHHBIM Ha HEM
3/TAHUEM.

e Ilnan BBIACJIICHHOI'O ITIOMCILICHMA.



e Mopenu 6u3HeC - MPOIIECCOB
e (CBoaHbI€ TAOJHUIEI C JAHHBIMHU O BBIAECIICHHOM IIOMEIIEHUH.

e ['paduxu ananusza yrpos



4 IOPSIIOK 3AIIIATHI KYPCOBOM PABOThHI

4.1 Tlocne 3aBepiieHUs: padOTHI HAJT KYPCOBOW paOOTOM CTYICHT MPEICTABIISET
paboTy pYKOBOOUTENIO KypcoBOoW pabOThl Ha peleH3upoBaHue. B pamkax
pELEH3UPOBaHUs JIeNIaeTCSd BBIBOJ O TOTOBHOCTH CTYJEHTA K 3allUTE KypCOBOM
paboTel. Kputepusmu o11eHKH KypCcOBO# paOOThI SBIISIFOTCS CIICAYIOINE:

- CTETEeHb Pa3pabOTKU TEMBI;

- IOJTHOTA OXBaTa HAYYHOMU JIUTEPATYPHI;

- TBOPYECKHUH MOJIX0]1 K MPOLIECCY KypPCOBOTO MPOESKTUPOBAHMS;

- MPaBUJILHOCTh 1 0OOCHOBAHHOCTh BBIBO/IOB;

- aKKypaTHOE M MPaBUIIbHOE 0(hOpPMIIEHHE KYpPCOBOTO IIPOEKTA.

OT3bIB PYKOBOJHUTENS HAa KypcoBYI0 padboTy BritouaeT ([Ipunoxenne Ne 4):

- 3aKJIIOYEHUE O COOTBETCTBUU KYPCOBOI'O IPOEKTA 3asIBJICHHOU TEME;

- OLICHKY Ka4€CTBA BBIIIOJHEHHUS KypCOBOI'0O MPOEKTA;

- OILICHKY TOJIHOTHI Pa3pabOTKHU MOCTaBICHHBIX BOIPOCOB, TEOPETUUECKON U
MPaKTUYECKON 3HAYMMOCTH KypPCOBOTO MTPOEKTA.

4.2 K 3amuTe KypcoBasi paboTa mpeCcTaBisieTcs B pacrieuaTaHHOM BHJIE.

4.3 3ammTa KypcoBOil pabOThI TPOBOJIUTCS B (DOPME BHICTYILJICHUS CTYICHTA C
MOATOTOBJIICHHBIM JIOKJIQZIOM, B KOTOPOM OH OCBEUIAET PACCMOTPEHHBIE UM
BOIIPOCHI,  OCHOBHBIE  TEOPETHYECKHUE  CBEIECHUS TI0  TemMe  paboThI.
IpoaoKuTEIBLHOCTD T0KIAAA — 5-7 MUHYT.

4.4 Pe3ynbrar 3amUThl KypCOBOM paOOThl CTYJEHTAa OLEHUBAETCS I10
NATHOAJBHON cHCTeMe, UCXOs U3 OLEHKH, BHICTABICHHON PYKOBOAUTEIEM MOT
pe3yibTaTaM MPOBEPKHU KYpCOBOM pabOTHI U €ro 3aIUTHI.

CTyneHT, He BBIOJTHHUBIINN KypCOBYIO pa0OTy, HE SIBUBIIUNCS Ha 3aIUTy 0€3
YBOKHUTEJIBHON MPUYMUHBI, & TAKXKE MOJYYUBIIUNA HEYIOBIETBOPUTEIBHYIO OLICHKY
MO pe3yJibTaTaM 3allUThl KypCOBOM pabOThI, CAMTACTCS UMEIOIIIUM aKaJeMUYECKYIO

3aJI0JDKEHHOCTh M JIOJDKEH TOJTOTOBUTH W (WUJM) 3aIlIUTHTHh KYPCOBYIO paboTy B



nepuoj] JIMKBUAAIMU aKaJIeMUYECKONW 3aJ0JKEHHOCTU. I[Ipu »3TOM CTyneHT
JIOIyCKaeTCsl K MPOMEXYTOYHOM aTTeCTAllMK MO JUCUUILIMHE, B paMKaX KOTOPOW
BBITIOJIHAJIACH KypcoBasi paboTa.

[Ipy MOBTOpPHOM MOATOTOBKE W 3alIUTe KypCOBOM pPabOThl AOIMYCKAETCS

BHECEHME UBMCHCHUN U YTOYHCHHUC TCMBI.



- CHIHCOK PEKOMEHJIYEMBIX HCTOYHHUKOB 1151 BHIIOJTHEHU S
KYPCOBOU PABOTBI

Cranpaprsl

['OCT P 7.0.100-2018 «Cucrema cranaapToB mo uHboOpManuu, OUOIMOTEYHOMY U
u3nareiabckoMy aeny. bubnuorpaduueckas 3anucek. bubnuorpaduueckoe onucanue. OOume
TpeOOBaHMSI U MPABUIIA COCTABJICHUS;

I'OCT 7.80-2000 «Cucrema craHaapToB 1O HHPOpMaUuu, OUOIMOTEUHOMY U
u3JaTeNbckoMy aeny. bubmmorpaduueckas 3ammch. 3aronoBok. OOmue TpeboBaHUS U
MPaBHJIa COCTABICHHUS;

I'OCT 7.82-2001 «Cucrema craHaapToB 1O HHPOpMauuu, OUOIMOTEUHOMY U
U3JaTeNIbcKOMy gaeny. bubmmorpaduueckass 3anuck. bubnuorpaduyeckoe omnucaHue
AIIEKTPOHHBIX PECYPCOBY;

['OCT 7.0.12-2011 «Cucrema cTraHgapToB OMOJIMOTEYHOMY M H3AATEIIbCKOMY JCIy.
bubnuorpaduueckas 3anuck. CokpallleHHe CIOB Ha PycCKOM si3bike. OOmme TpeboBaHUsS U
IIpaBUIIaY;

I'OCT 7.11-2004 «Cucrema craHgapToB 10 uHPOpMaLUU, OUOIMOTECUHOMY U
u3aaresnbckoMy neny. bubnuorpaduueckas 3anuck. CokpalieHue CjIoB U CIOBOCOYETaHUN Ha

HHOCTPAaHHBIX eBpOHCfICKHX SA3BIKAX)).



IMPUJIOXXEHUE Ne 1
IIpumepHbIe TEMbI KYPCOBBIX padoT

1. PazpaboTka TIaHa WHXKEHEPHO-TEXHUYECKOW  3alllUThl TOPOJICKOTO
MIEHCUOHHOTO (hOH/IA.

2. Pazpa0oTka mjiaHa TEXHUYECKOM 3alUThl TOPOJICKON YIIPABBI.

3. Pa3paboTka KOMITJIEKCHOM CHCTEMBI 3aluThl HHpopMaru gpuiiraina 6aHka

4. Pa3paboTka KOMIUIEKCHON CHCTEMBI 3alMThl MH(POPMALMU TOPrOBOIO
LIEHTpa

5. Pa3pabotka koMIUIEKCHOM crcTeMbl 3auThl HHGopmarmu otaena I'MBJ1]]

6. Pa3paboTka KOMIUIEKCHOW CHCTEMBI 3allUThl WHGOPMAIMH YaCTHOU
KJIMHUKH

7. Pa3paboTka KOMIUIEKCHON CHCTEMBI 3aIIUThl HHPOPMAIMH TOCTUHUIHOTO
KOMILJIEKCa

8. Pa3paboTka KOMIUIEKCHON CHCTEMBI 3allUThl MH(POpPMAIMKU OTICICHUS
MOI]

9. Pa3paboTka KOMIUIEKCHON CHCTEMBI 3l Thl MHPOPMAIIH 3/IaHUs Cya

10. Pa3paboTka KOMITJIEKCHOW CUCTEMBI 3aIUTHI HH()OPMAILIUHY IIIKOIBI

11. Pa3zpaboTka KOMIUIEKCHOM  CHCTEMbl 3allUThl ~ WHGpOpMaUUU s
TYPUCTUYECKOTO KITyOa

12. Pa3pabotka KOMILUIEKCHOU CUCTEMBI 3aIINATHI uH(popMauu
KOMITBIOTEPHOTO KITyOa

13. Pa3paboTka KOMITJIEKCHOW CHCTEMBI 3aIIUTHI HH(GOPMAILIUU TPEIPUITHS
HO/a

14. PazpaboTka CUCTEMBI 3aIUTH HHGOPMAITIH HHHOPMAITMOHHON CUCTEMBI
Hay4YHO-00pa30BaTEILHOTO IIeHTpa (Ha IpuMepe ...).

15. Pa3paboTtka CUCTEMBI MHKEHEPHO-TEXHUUECKON 3aIUTHI
MH()OPMAIIMOHHOM CUCTEMbI KOMITAaHUH (Ha TIpUMEPE. .. )

16. MeToanka TOCTPOCHHUS CHUCTEMBI pealiu3allMi dKCHepTu3 B cdepe

TEXHUYECKOM 3alTuThl HHGOpMaIUK (Ha MPUMEpE ...)



17. IIpoekTrpoBaHUE CHCTEMBI YIIPABICHHS KOMIIJIEKCOM OXPaHHO-TIOKAPHOU
CUTHaJIM3aIuu (Ha IpuMepe...)

18. CogepiieHCTBOBaHHE MPOUEAYP M METOJOB OOECIEUEHUSI MHKEHEPHO-
TEXHUYECKOH 3alUThl UHPOpMaLMK B 0AHKOBCKOW cHCTEME (Ha IPUMEDE. .. ).

19. CoBepiieHCTBOBAaHUE METOJOB U CPEJICTB TEXHUYECKON 3aIlUThI
nH(pOpMAIUU Ha TIPEITPUATHH.

20. Opranuzanus GuU3NIecKou 3aTuThl KOH(DUIEHIINAIbHOM nH(OpMAaLIUY Ha
o0beKTax nHhOpPMATU3ALUU IPEATPUSTHS.

21. mxeHepHO-TeXHUYECKas 3alliuTa MPeNPUsSTUS OT YTEUKH HHDOpMAIUU
0 TEXHUYECKUM KaHayiaM (Ha Ipumepe ...)

22. OCOOEHHOCTH TEXHUYECKUX MEPONPUITUA WHKEHEPHO-TEXHUIECKON
3amuThl  MHGQOpMAIMK TNpU  CePTUPUKAIMKU TEXHUYECKUX CPEICTB 3alUThI
uH(popMaLu

23. 3ammTa oT yreuku, oOpadareiBaeMoii Ha [I9BM konbuneHmambHOM
uHpopmanuy, 3a cuer [IIDMUH. CiocoObI 3a1IUTHI U TEXHUYECKHUE CPEACTBA.

24. Pacuer OCHOBHBIX TIOKa3aTelell KauecTBa CHCTEMBl OXpaHHOMU
CUTHAJIU3AIUU 00BEKTa HH(POPMATU3AIIHIH.

25. MareMaTi4ecKkne METOJbI MOJICTUPOBAHMS I BEepOATbHOTO OOBEKTa
3alIUTHl OT BO3MOXKHBIX YIpo3 0e€30MmacHOCTH WHOOpPMAIUU IS aKyCTHYECKUX
KaHAJIOB yTEUYKH MHPOPMATIHH.

26. Meroasl 3amUTBl CUTHAIBHBIX JEMACKHPYIONIUX TPU3HAKOB OT
TEXHUYECKUX CPEJICTB Pa3BEIIOK.

27. WcciaenoBanue ¥ ONTUMH3ALAA CHCTEM BHUACOHAOIIONEHUS IS
¢dusnueckoii 3amuThl 00BEKTOB MH(POpMaTH3aIMK (Ha TIPUMEDE. .. )

28. Ponb OMOMETPUYECKUX CHUCTEM B YCHUJIEHHU OE€30MacHOCTH JOCTyNa K
MH()OPMAILIMOHHBIM peCypcam.

29. Pomp OapbepoB M 30H JOCTyNa B (DU3UYECKON 3aIuTe OOBEKTOB
UH(pOpPMATU3ALINH.

30. UccnenoBanue cpeACcTB OXPAaHHOW CUTHANHM3AIMA W WX BIUSHUE HA

(bu3HUecKyro 3aIUTy 00hEKTOB HH(GOPMATH3AIINN



31. CpaBHUTENTBHOE WCCIECOBAHUE CPEACTB KOHTPOJIS U YIPABICHUS
JIOCTYIIOM B 30HE OTPAaHUYEHHOTO JIOCTYIIA.

32. Ponp TexHHUYECKHX CpEACTB (DU3WYECKOM 3aluThl B OOECIeYeHUHU
KOH()MICHIIMATIEHOCTH JTAHHBIX B 1aTa-IICHTPaX.

33. AHaim3 CpeAcTB oOecmedeHus 3aluThl HHGOpPMAllUM B Cpelax ¢
MOBBIILIEHHON OMAaCHOCTHIO.

34. Texuuueckue cpeactBa HaOmoneHus B BuaumMoM u UK auamasonax 3a
00BEKTOM 3alIUThI, METO/IbI U CPEJICTBA MPOTUBOICUCTBHS CPEACTBAM HAOIIOACHHUS.

35. Texunueckue cpencTBa KOHTPOIIA 3HPEKTUBHOCTH 3alTUTHI HH(MOPMAITUU
Ha IpUMepe BepOaIbHOro 00beKTa HH(GOPMATH3AIIUH.

36. PaspaboTka mnpenIoKEHWH 10 HHKEHEPHO-TEXHUYECKOW 3aluTe
uH(bOpMAIUH IPEANPUITHSI C PACTIPENCICHHON TEPPUTOPHAIBHON CTPYKTYypoH (Ha
npuMepe. ... )

37. ABTOMaTH3AIS UCCJICIOBAHUIM 3alUIIEHHOCTH o0BbeKTa
uHDopMaTH3aMM  OT  YTEUYKH 1O  KaHAJlaM  aKyCTOAJICKTPHYCCKHUX
npeoOpazoBarTesei.

38. BriOop cocraBa u cpeactB (U3MYECKON  3amuUTHl  00BEKTa
uH(popmaTu3amu (Ha TpUMeEpE. .. )

39. Be16op TeXHMUECKUX CPEACTB OOHAPYKEHUS MPU MTOCTPOSCHUU CUCTEMBI
3aIIUTHI 00BbEKTa MH(OPMATU3ALKUU (HA IPUMEpE. .. )

40. TTocTpoenne mMomenu yrpo3 (U3MYECKOW OE30MMaCHOCTH 3alIUIAcMOTO

oObeKkTa (Ha mpumepe. .. )



IMPUJIOXXEHUE Ne 2
®opma 3asiBJICHHS 0 3aKPeIJIEeHUN TeMbl KYPCOBOI0 NpoekTa (padora)

3aB. kadeapoil cnenuanbHbIX AUCIUILINH
K.10.H., 1or. Maromenosoii K.K.

Crynenra 3 kypca 1 1p.
Maromenosa Maromena Maromenosmuda
Ten. 8

3asBIICHUE
[Iporry 3aKkpenuTh 3a MHOM TEMY KypCOBOTO IPOeKTa (padoThI)
« »
(HaMEHOBaHUE)

« » 20 .

(moamuUCh CTyIeHTA) (MHUIMATBL, (haMUITHS)



[MPUJIOXEHUME Ne 3
TexHuveckoe 3ajaHue HA KyPCOBYIO padoTy

3AJAHME HA BBITIOJIHEHHUE
KYPCOBOM PABOTbI
o nucnuninne

Ha Temy:

O0BeKT uccjieaoBaHus

OO0yuarommiicst

HeJ’IeBaﬂ YCTaHOBKaA:

Hay4yHblii pyKoBOAHMTEIb

(yuenas crenens, 38anue, ©.1.0.)
OcHOBHBIE BONPOCHI, NOJJIeKAIINe pa3padoTKe:

CTOYHHUKMH:

Hook,rwdhdRPEZoOOMWN R

PUJIOJKEHHUSI:

A

JlaTta BbIIauM 3aaHUS « _» 202

PyxoBogurens KP

3aaHue NpUHSI K HCTIOJHEHUIO «__» 202_

OO0yuatonuiics




[MPUJIOXXEHUE Ne 4
IIpumep odopMieHHsI TUTYJIBLHOTO JINCTA KYPCOBOH padoThI

MMUHHUCTEPCTBO HAYKHU U BBICIHIEI'O OBPA3OBAHMUSA P®
PenepanbHOE rocyIapcTBEHHOE 0I01KeTHOE 00pa3oBaTe/IbHOE YUpPe:KIeHHe

BBICHICI'O Oﬁpa3OBaHHﬂ
«TATECTAHCKHI TOCYJIAPCTBEHHBI YHUBEPCUTET»
KOJUTEJTK

KypcoBasi padora
CTyJAeHTa 3 Kypca

CnenmnajabHOCTH
10.02.05 OGecneuenue nHGOpMaImOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM

MaromenoBa Maromena MaromeaoBpuua

Ha TEMY:

«NHpopmMannoHHas 0€30MACHOCTH»

PykoBoauTens KypcoBOro mpoeKTa

N.0. Gamunus

HcnionauTens KypcoBOTo MPOEKTa
N.0. ®amunusg

OueHka 3a NpOeKT:
« » 202__ .

Maxaukamna 202



I[MPUJIOXXKEHUE Ne 5
TpedoBanus K 0popMIICHHI0O KyPCOBOI0 IPoeKTa (padoThl)

1. Ha TuTynbHOM JnuCTE KypcOBOro mnpoekTa (padoTbhl) yKa3bIBaeTcCs
HAaVMEHOBAHHE CTPYKTYPHOT'O MOJpa3JeieHHsl, HAUMEHOBAHUE TEMbI KYpPCOBOIO
npoekTa (paboThl), HOMEp Y4eOHOH TrpymIbl, (HaMuIus, UMs, OTYECTBO aBTOPA
pabOThI U pyKOBOAUTEIISA, TOJl HATMCAHUS PAOOTHI.

2. OdopmiieHre KypcoBOro npoekrta (padoTbl) JOJKHO MPOU3BOAUTHCS
Mo OOIIMM TpPaBHJIAM.

3. I'OCT P 7.0.100-2018 «Cucrema cTaHgapToB MO HH(POpPMALUH,
OMOIMOTEYHOMY W HW3JaTelbCKOMy Jeny. bubmuorpaduueckas — 3amuch.
bubmorpaduueckoe onucanue. OOmue TpeOOBaHUS U MpaBUIa COCTABIICHUS
(yTBepKIleH M BBEJEH B jelcTBUE mpHuKazoM @DenepallbHOrO AareHTCTBa IO
TEXHUYECKOMY PETYJIMPOBAHMIO U MeTpoioruu ot 3 nekadbpsa 2018 roga Ne 1050-
cT);

['OCT 7.80-2000 «Cucrema crangapToB o uHpopmaiuu, OudIMoTeuHOMY U
U3IaTeIbCKOMY  Jeny. bubOnuorpaduueckas 3anuck. 3arojoBok. OOmiue
TpeOOBaHUSI M TpaBWiIa COCTAaBJICHUS» (YTBEpXKIEH M BBEIECH B JeilCTBHE
nocraHoBieHneM [l'ocymapcrBeHHoro komutera Poccuiickont ®enepanuu 110
cranfaptuzaiuu u Metposioruu ot 06.10.2000 Ne 253-cT);

I'OCT P 7.0.12-2011 «Cucrema craHgapToB 1o uH(poOpMaIuu,
OMOJMOTEUHOMY M U3JaTeIbCKOMY  Jelly. bubnmnorpaduueckass  3amuch.
CoxkpartieHue ciioB Ha pycckoM si3bike. OO1ue TpedoBaHus 1 paBuiay (YTBEPKICH
U BBEIECH B JeicTBUE mNpuKazoM denepaibHOrO0 areHTCTBA MO TEXHUYECKOMY
peryiupoBanuio U Metposoruu ot 13 nekadbpst 2011 roga Ne 813-c1);

I'OCT 7.11-2004 «Cucrema ctanaapToB 1o uH(popmaiuu, On0IMOoTeYHOMY U

u3zaTteabckoMy gneny. bubOnuorpaduueckas 3anuck. CokpallleHHE CJIOB U



CIIOBOCOYETAHMM  HAa  WHOCTPAHHBIX  €BPONEHCKUX  s3bIKax»  (MPUHAT
MexrocyaapCTBEHHbIM ~ COBETOM [0  CTaHAApPTU3AIMH, METPOJIOTMM U
ceprudukanuu (mporokona Ne24 ot 5 nexadps 2003 roxa).

KypcoBoii npoekt (padota) ohopmiiseTcsi B TEKCTOBOM PEAAKTOPE Ha JUCTaX
Oymaru dopmara A4, conepxkut, npuMmepHo, 1800 3HaKOB Ha cTpaHuUIle (BKIIOUYAs
npoOenbl U 3HaKu npenuHanus). TekcT cieayer HaOupaTh depe3 1,5 mHTEpBa,
mpudt Times New Roman, pasmep mpudra - min -13, max - 14, B tabimnax -
pazmep mpudTa 12, B moacTpouHbIX CHOCKax - pasmep mpudra 10. [ToquepkuBanue
CJIOB U BBIJCJICHUE UX KYPCUBOM HE JIOIIyCKAETCS.

CrpaHulilbl, HA KOTOPBIX M3JIAraeTcsi TEKCT, JOJKHBI UMETh TOJISI: BEPXHEE U
HIDKHEE - He MeHee 20 MM; JieBoe - He MeHee 30 MM; TipaBoe -He MeHee 10 mM;

KOJIOHTHUTYJIBI: BEpXHUH - 2; HIOKHAM - 1,25.

4. HazBanus ctpyktypHbIx 351ieMeHTOB: « BBEJIEHUE», « 3AKIIFOYEHUEY,
«CITMCOK M CIITOJTBb3OBAHHBIX NCTOYHUKOB "
MHTEPHET PECYPCOB», «IIPUJIOXEHHWE)  saBusgioTcs  3aroJlOBKamMu
reyaTaloTcs MPONUCHBIMM OyKBamMH, a Ha3BaHus mnaparpadoB (TMOJ3aroJoBKH) -
CTpPOYHBIMH OyKBamMu (KpOMe€ MEpBOM MPOMHUCHON). 3aroJIOBKM U T0/13ar0JI0BKU MIPU
MeyaTaHUM TEKCTA BBIICISIOTCS MOTYKUPHBIM IIPUDTOM.

AOG3amHbBINA OTCTYT JOJIKEH COOTBETCTBOBATH 1,25 CM 1 OBITH OJJMHAKOBBIM I10
Bceli pabore.

Hywmepatus pa3nenoB mpou3BOAUTCS apaOCKUMU LU pamMu, a UMEHHO:

[Tpumep — 1. [ToHsITHE ¥ BUABI CACIIOK

1.1. Iloustue coenku

['maBel nensTcs Ha maparpadbl U HyMEpylOTCs apaOckumMu Iudpamu, a
MMEHHO:

[Tpumep - I'maBa 1. Ilonarue m Buasl caenok 1.1. Tlonstue caenku

[Taparpadsr (pa3mensbl) MODKHBI UMETh HyMEpAIMIO B Mpefesax KaKiaou
I1aBkl (pasjena), a riaaBbl (pa3aesbl) — B Mpejesiax BCero TeKCTa padboThl.

5. Hywmepanus crpanuil.



CtpaHuIlsl KypCcoBOTO MpoeKTa (paboThl) JOKHBI HyMEPOBAThCS apaOCKIUMHU
nudpamMu, HyMepalus J0JKHA ObITh CKBO3HAs MO BceMy TeKCTy paborel. Homep
CTPaHMIIBI TPOCTABIIAIOT, HAYMHASL CO BTOPOM, B LIEHTPE HIDKHEHW yacTu yiucta 6e3
TOYKH.

TuTynbHBIA JIMUCT BKIIOYAETCS B OONIYI0 HyMEpaluio CTpaHUl] padoThl,
OJIHAKO HOMEp CTPAHMIIBI HA HEM HE CTaBHUTCH.

Ecnu B paboTe MMEIOTCS WILTIOCTPALMU U TaOJIHUIIBI HA OTAEIBLHOM JIUCTE, TO
OHM BKJIIOYAIOTCS B OOIIYIO HyMEpaluio CTpaHul] padoThl.

Kaxxayro rinaBy paOoThl clielyeT HaYMHATh C HOBOTO JIUCTA.

[Taparpad HauMHATH C HOBOTO JIUCTA HE CIICTYET.

6. WnmrocTpanuu 1 TaOJIAIIBL.

['paduiku, cxembl, OUarpamMmbl, PHUCYHKH pacCIOaraloTcsi B KypCOBOM
npoekte (padboTe) HEMOCPEACTBEHHO MOCIE TEKCTa, B KOTOPOM OHHM YIOMHUHAIOTCS
BIIEPBBIC, WJIW Ha cleayromell crpanuie. Wmmoctpanuu cienyer HymMepoBaTh
apaOckumu nuQppamMu CKBO3HOM HyMmepalueit (To ecTh 1Mo BceMy Tekcry) - 1,2,3, u
T.J., 1100 BHYTpH Kakaou rnassl - 1.1,1.2, u T.4.

[Ipyn Hamuuuu B pabote TabIMIBI €e HauMEeHOBaHUE (KpaTKOe M TOYHOE)
JOJDKHO pacrojlaraTbCs Haj Tabnuiiei 0e3 ab3allHOro OTCTymna B OJHY CTPOKY.
Tabnuiy, Kak ¥ PHUCYHOK, HEOOXOAMMO pacrojiaratb HEMOCPEIACTBEHHO IOCIE
TEKCTa, B KOTOPOM OHA YIIOMMHAETCS BIIEpPBbIE, WJIM Ha CJIEAYIOUIEH CTpaHUIIE.
Tabmuupl B TEKCTE CIEQyeT HyMEpoBaThb CKBO3HOW Hymepauuen apabCcKuMu
uudpaMu Mo BceMy TEKCTy WM B paMmkax riasbl (2.1 u T.n.). Ecim Tabnuua
BbIHECEHA B MPHJIOKEHHE, TO OHa HyMEpyeTcsl OTAENbHO apaOCKuMu nudpamu c
n00aBJIEHUEM Tepe] HOMEPOM CJIOBA

«ITpunoxenue» - [lpunoxenne No 1.

Ecnu Tabmuiia mMeer 3aroyioBOK, TO OH MHUIIETCS C MPOMUCHOW OYKBBHI, U
TOYKa B KOHIIE HE CTaBUTCS. Pa3ppIBaTh TaONMIly U IEPEHOCUTH YacTh €€ Ha IPYTYIO
CTPaHUIly MOXHO TOJIbKO B TOM CiIy4ae, €CiH IeJIMKOM HE yMEIAeTcsl Ha OJHOU
ctpanutie. [Ipu 3TOM Ha JPyTYIO CTpaHUILY IEPEHOCUTCS U IIANKa TaOJIUIIbI, a TAKKE

3aroJIOBOK «HpOI[OJ'I}KCHI/IC Ta6J'II/IIIBI>>.



8. llutupoBanue, CCHIIIKA U CHOCKH.

[Ipr [OCIIOBHOM HCMOJIB30BAHWHA MaTEpUANIA IS MOATBEPKACHUS BaKHOU
MBICIIH WJIA CYIIECTBEHHOI'O IIOJOXKEHUSI HCHOJIb3yeTCsl LuTupoBanue. Ilpu
IUTUPOBAHUH HEOOXOAMMO COOJII0IaTh CICAYIOIINE TPaBUa;

TEKCT HUATATHI 3aKJIFOYAETCS B KABBIUKU U PUBOAUTCS B TOW TPAMMATHYECKON
dbopme, B Kakoi OH JaH B UCTOYHHUKE, C COXPAaHEHUEM OCOOEHHOCTEH aBTOPCKOTO
HaIlMCaHUSI,

UTUPOBAHUE JOJDKHO OBITh IMOJHBIM, 0€3 MPOU3BOJILHOIO COKpaIleHUs
IUTHPYyEeMOTO hparMeHTa 1 6€3 HCKaKeHHS cMbIcia. [Ipormyck ¢cioB, MpeioKeHuH,
a03alleB MpU LUTUPOBAHUU JIOMYCKAETCS, €CIM HE BJICYET HCKAXKEHHUE BCEro
dbparmenTa, 1 0003HaYaETCSI MHOTOTOYHEM, KOTOPOE CTABUTCS Ha MECTO MPOIYCKa;
€CJIM [UTaTa BKJIIOYACTCS B TEKCT, TO MEPBOE CIOBO MUIIETCA CO CTPOYHOU
OYKBBI;

€CJIM LIUTaTa BBIJICIISIETCA U3 OCHOBHOTO TEKCTA, TO €€ MUIIYT OT JIEBOTO IMOJIS
CTpaHUIIBI HA PACCTOSHUM a03aIlHOTO OTCTYyIa, IIPU ATOM KaxKJas IUTaTa JOJKHA
COIPOBOXKATHCS CCHUIKOM HA HCTOYHUK.

B caydae nutHpoBaHMS HEOOXOJMMa CChIJIKA Ha HMCTOYHHK, OTKY/Aa
MIPUBOJIUTCS 1IUTATA.

CcbUiku B popMe NOACTPOYHBIX CHOCOK O(OPMIISIFOTCSI BHU3Y CTPAHUIIBI, T/C
PacIloIOKEeH TEKCT, Hampumep, Iurara. J[J1s 3Toro B KOHIIE TeKCTa (IIUTATHI)
cTaBUTCS MUdpa WK 3BE3/04Ka, 0003HAYAIOIIAs TMOPSAIKOBBII HOMEpP CHOCKHU Ha
JTAHHOW CTPaHMUIIE.

Hywmeparust moacTpoyHbIX CHOCOK MOKET OBITh CKBO3HOM IO BCEMY TEKCTY

MMCbMEHHON PabOTHI.

CchUIKM HA TJaBbl, PUCYHKHU, TaOJUIIBI TOJDKHBI HAYMHATHCS CO CTPOYHOM
OYKBBI, HAIPUMEP, CM. pUC.2.5., pe3yabTaThl MPUBEIEHHI B Ta0m.3.1....

9. CnmcoK UCIOJIb30BaHHBIX MCTOYHHMKOB. Ilocie 3akifoueHus, HAaUWHAS C
HOBOU CTpaHUITbI, HEOOXOIUMO IMOMECTUTh CIIMCOK MCIOJIHb30BAHHBIX UCTOYHUKOB,
KOTOPBIA JIOJDKEH COJepKaTh MOAPOOHYI0 W JIOCTaTOYHYI HWH(pOpMamuio o
KOKJIOM UCIIOJIB30BAHHOM UCTOYHMKE. Takas wuHpoOpManus pa3indyHa B
3aBUCUMOCTH OT BHJIa UCTOYHHUKA.

B mob6om ciayuwae, oOcCHOBOM odoOpMIIEHHS ~ CIOUCKAa JIMTEPATypbl



(MCTIOTB30BAHHBIX HMCTOYHUKOB) u MHTEPHET-PECYPCOB SIBJISIETCS
oubmmorpaduueckoe OTIFICAaHHE HUCTOYHUKOB B COOTBETCTBUH C
BeienepeynciaeHubiMu ['OCTamu.

10. O6mue TpeGoBaHMs K MPUIOKEHUSIM.

[IpunoxeHuss - JOMOJHUTENbHBIE K OCHOBHOMY TEKCTY MaTepHallbl
CIPaBOYHOTI0, JOKYMEHTAJIHOT O, WIUTFOCTPATUBHOIO UJIU IPYTOr0 XapaKTepa.

[Tpunokenuss  pa3MemiaroTcss B KOHIE  paboOThl, TMOCIE  CIKCKa
UCIIOJIb30BAaHHBIX MCTOYHUKOB B TOPSJIKE HMX YINOMUHaHUA B Tekcre. Kaxmoe
MPUJIOKEHUE JIOKHO HAYMHATBCS C HOBOrO JINCTAa, U UMETh TEMAaTHUYECKUM
3aroJIoBOK U 001Iuii 3aroinoBok «IIpunoxenue Ne ».

Ecnu mpunoxenue npeacTaBisieT co00i OTAEIbHBIN PUCYHOK WIH TaOJIUILy,
TO OHO O(OPMISIETCS B COOTBETCTBHM C TPEeOOBAHUSIMU, MPEIBSIBISIEMBIMU K
WUTIOCTPALIUSM, TaOIUIaM.

Nnmoctpanuu ¥ TabJIUIBI HyMEPYIOTCS B MpeJieNiax KaK10ro MPUI0KEHUs B
ornensHOoCcTH. Hampumep: puc. 3.1 (HepBbld pUCYHOK TPETHErO IMPHUIIOKEHHUS ),

tabsumia 1.1 (mepBas Tabyiuila MepBOro MPUIOKEHUS).



[MPUJIOXEHUME Ne 6

OT3bIB
Ha KypCOBOM MPOEKT

« »
(HanMeHOBaHUE TEMBI)

Crynent

(bammst, IMs, OTIECTBO)
PykxoBonurens

(pammmms, ©Ms1, 0TYECTBO, TOJDKHOCTD, KBATM(UKAIIMOHHAS KaTErOpHsl)
1. AKTyanbHOCTb PabOTHI

2. OTIMYUTETBHBIE MTOJIOKUTEIBHBIE CTOPOHBI PA0OTHI

3. HpaKTI/I‘leCKOC 3HA4YCHUC

4. HenocraTku 1 3aMe4aHusi pabOThI

5. [Ipeamnonaraemas OleHKa KypCOBOTO MPOEKTA

6. BeiBobI

PykoBoaurens

KypPCOBOT'O IIPOEKTa

(ToHCH) (MHATIMAITBL, (haMPITHS)

«  » 20 T




IIpumepsl opopmiieHUs1 KypCcOBOii padoThI
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[TPUJTIOXEHUME Ne 7

KHWKHbIA marasuH
OH/IaliH TOProBAU
«YKasKa.py»

Pucynok 1 — Cxema tepputopun

8 I O O AR

F———

I

-

KHUKHbIN MarasuH
OHNaltH TOProBaAn

«YKaska.py»

Pucynok 2 — I1nan nomemenuii 4 sraxa TL|



AaTepHET

Pucynoxk 3 — Cxema cetu JIBC

Home HenTYpaS HopMaTUEHG-NPEB 0Bk
ToBapa A YIREHTEL

NoLTEEPHAEHUE SBABKK NO
TenedoHy uau E-mail >

KHkaeii Marassg

3E4BKI KIACHTOR
OHIIaHH T opr OBIH
«SIYKa'?'Ka py » ToB ep U H2K, ACCTABAEHH BIE
HIAUEHTY >

Cucrema
CRNBACHACD
YYETS

HAneHTs!

Pucynoxk 4 — KonTekcTHas quarpaMMa KHYODKHBIA Mara3uH OHJIaiH TOPTOBIIU

«YKazka.py»



Tabmuma 1. [Tepedyens yrpo3

HaumenoBanue yrpo3bl

XapakTepucTuka

VTeuka TaHHBIX

JIelcTBUS OTAENBHBIX JIML, KOTOPBIM YJAJoCh 3aIl0Iy4UTh
JICTUTUMHBIC TIpaBa JOCTyNa y HHPOPMAIUH, YTO TPUBEIO K
HapylICHUIO €¢ KOH(PHICHIIMAIBHOCTH. Takue IerCTBHS
MOXHO pa3AeliuTb Ha JBE TIPYIIbl: IPEAHAMEPEHHBIE,
KOTOpbI€ BKJIIOYAIOT B ce0s caboTax M MPOMBIIUICHHbII
IIIMAOHAXK, a TAKXKE CIly4yalHble — TaKue, KaK XaJaTHOCTb U

HC3HaHHC.

MexcalToBOE€  KOJIHMPOBAHUE

(XSS —arakn)

XSS (MexcalTOBBIA CKPUIITUHT) — OJIHA U3 PA3HOBUAHOCTEM
aTaKk Ha BeO-CHUCTEMBI, KOTOpas MOJpa3yMeBaeT BHEIPECHHE
BPEJOHOCHOTO KOJIa Ha OIPEJEICHHYI0 CTPaHHUIly caiTa U

B3aUMOJICHCTBHE JTOr0 KOJA C YAAJICHHBIM CEPBEPOM

3JI0YMBIIIJICHHUKOB pu OTKPBITUH CTpaHUIIBI
10JIb30BATEIICM.
SQL — unbekuun Buenpenne SQL-konma wnm SQL-uHBEKIMU — OAWH W3

pacrpocTpaHEHHBIX CIOCOOOB B3JIOMa CAaWTOB W IMPOTPaMM,
paboTaronux ¢ 6a3aMu TaHHBIX, OCHOBAHHBIA Ha BHEIPEHUU
B 3ampoc npousBosibHOro SQL-kona. Buenpenue SQL, B
3aBUCUMOCTH OT THuna wucnoiszyemod CYB]l u ycrnoBuit
BHEJPEHUS, MOXET JaTb BO3MOXXHOCTh aTaKyHoIIEeMy
BBIMOJIHUTh ~ MPOU3BOJIBHBIA  3ampoc K  0a3e  JaHHBIX
(HampuMep, TNPOYMTATh COAEPKUMOE JIHOOBIX — TaduuI,
YAAIUTh, W3MEHUTh WM J100aBUTHh JlaHHBIE), IOJIYYUTh
BO3MOXXHOCTh YTEHMSI W/WIM 3alHUCH JIOKAJIbHBIX (aiIoB U

BBIITOJTHCHHA ITPOU3BOJIBHBIX KOMAaH/] Ha aTAKyEeMOM CEPBEPC.

BpenonocHoe mnporpamMmmHOe

oOecrieueHne

BpenonocHas  mporpamma —  q000€  MPOrpaMMHOE
o0ecrnieueHue, MpeAHa3HAYEHHOE JUTSL MOy YEHUS
HECAaHKIMOHUPOBAHHOTO  JIOCTYNAa K  BBIYHUCIUATEIbHBIM
pecypcam camoit OBM wmnm k MHQOpManuu, XpaHUMOW Ha
OBM, c 1enpl0 HECaHKIMOHMPOBAHHOI'O HCIIOJIb30BaHMS
pecypcoB  OBM wim npuuMHEHMST Bpeda  BIAJCINIbILY
uHpopmanuu (wim Biagensity O9BM) nmyrem konupoBaHus,

HUCKaXXCHUS, YAAJICHUSA UM TTIOAMCHBI




[Mognenka MexcaToBbix | CSRF («MmesxcaiiToBast mojjenka 3amnpoca») — BHUJ aTak Ha

3anpocoB (CSRF) MOCETUTENICH  BEeO-CAaliTOB, UCIONB3YIOMUI  HEJOCTATKH
nporokosia HTTP.

Yrpoza cboeB B | COom B (pyHKIIMOHUPOBAHHUH ycayr MHTepHET-poBaiaepa B

(YHKUMOHUPOBAHUHM  YCIYT | CBSI3M  KAKUMHU-THOO  OOCTOATENBCTBAMHU  (TEXHUYECKAsS

HNutepner nposaiiaepa

MOJIOMKa, MePErpy3 CETH, MPUPOJIHBIC AHOMAJIUU U Jp.)

OmumOku onepaTopoB

JIro6oe KOHKPETHOC ,Z[CI;'ICTBPIG YCJIOBEKa B IIpomecce €ro
ACATCIIBHOCTH, KOTOPOEC BBIXOJUT 3a HCKOTOPLIC JOITYCTUMBIC

rpaHulibl, T.C. MNPCBBIIIACT JOIMYCK, TI'PaHUIBI KOTOPOI'O

OIIpCACIICHBI PCXKUMaMU pa6OTLI CHUCTCMBI.

DUIMHTOBBIE aTaKU

@umuHr — (0T anri. fishing ppiOHas TOBIS, BbIyKHUBAaHUE) —

BHU] HHTCPHECT MOIICHHHNYCCTBA C HUCIIOJIBb30BaHUECM

COLMAIBHOW HHYKEHEPUU JUIA IIOJIY4YEHUs JOCTyla K

KOH(UIEHIMaTbHON H(OpMaluy OJIb30BaTeNIEH — JIOTHHAM

U TapOJIsIM.
Atakm  tmma  «otka3 B | DDoS («oTka3 B oOcCiyXMBaHUM») — XaKepCcKas araka Ha
00CITy’)KHUBaHU (DDoS- | BEIUMCIUTENBHYIO CUCTEMY C LIEJIBIO JIOBECTH €€ 710 0TKa3a, TO
aTakn) €CTb  CO3JaHMe€  TakWX  YCJIOBUH, TMpU  KOTOPBIX

JOOpOCOBECTHBIE  IOJB30BATEIM CUCTEMBI HE  CMOIYT

MOJIYUUTHh JOCTYII K MPEAOCTABIIICMBIM CUCTECMHBIM pECypCaM

(cepBepam), Tu6O 3TOT AOCTYH OyAET 3aTpyAHEH

Tabnuna 2. HepopmanbHas MoieNb HApyIIUTENS

HaunmenoBanue Tun MotusBbl Onucanne
HAPYLIHUTEIS HAPYLIHUTEIS BO3MOKHOCTEl (YTpo3)
CoTtpynHUK BnyTtpennnii - Cinyyaiinbie - VYreuka JTAHHBIX
OpraHu3aIu - IlpennamepeHHbI€ | MMOJIB30BaTEICH
(mpopath - 3apaxkeHue ¢ MOMOUIbIO
nH(popMaIuIo, BpenoHocHoro 110
IIPOMBIIIJICHHBIN - Oum6ku 10
HIMTHOHAXK)
Anmunuctpartop b | BayTpennuii - Cityuaiinble - VYreuka JAHHBIX
- [Ipennamepenssle (C | moab3oBaTesCH
LIENIBIO IIOMOYb | - 3apakeHue C MOMOUIbIO
KOHKYpEHTaM) BpenoHocHoro 110
OO0y >KUBarOIIHIA BnyTtpennnii - Cinyyaiinbie - VYreuka JTAHHBIX
HepcoHa - IlpennamepeHHbI€ | MOJIb30BaTEICH
(nponark - 3apakeHue ¢ MOMOIIbIO
nHpopManmio, BpegoHocHoro [10




MIPOMBIIIIICHHBIHA - Omm6bku I10
IITTHOHAX )
KonkypenTsl Bueunnit - [Ipennamepennsie | - MexcaiitoBoe
(IpUYUHUATH yiep6 | konupoanue (XSS —
CBOMM KOHKYpEHTaM) | aTaku)
- 3apaxeHue ¢ MOMOUIbIO
BpenoHocHoro 110
YBOJIEHHBIC Buenmauii - [Ipennamepenusle | - VYT1euka JIaHHBIX
COTPYIHUKH (Xy/IMraHcTBO, HoJIb30BaTeNeh
npojaxa - 3apakeHHe C TOMOIIBIO
nHpopmanyn) BpeaoHocHoro 10
Xaxepbl Buennuit - TIpennamepenusie | - SQL-unbexnus
(XyJIMTaHCTBO, - DDOS araku
Ipojaxa -3apaxeHue
UH(pOPMAIH) IIPOrPaMMHOT0 KOzAa

- Ilogmenka MesKkcallTOBEIX
3arpocoB(CSRF)

Ta6J11/1ua 3. OnpeﬂeneHI/Ie BCPOATHOCTHU BO3HUKHOBCHUA YI'PO3

YpoBeHBb yIpo3bl
[{eHHOCTH Huzknit Cpennuit Bricoknit

AxTHBa |[YpOBEHB YSI3BHUMOCTHY POBEHb YSI3BIMOCTH|Y POBEHb YVSA3BIMOCTH

H C B H C B H C B

0 0 1 2 1 2 3 2 3 4

1 1 2 3 2 3 3 3 4 5

2 2 3 | 3 | 5 4 5 6
3 [ 3[4 5 s |65 NN 7|

4 4 5 6 5 6 7 6 7 8

Ob6o3nauenne: H — mmsknii, C — cpennnii, B — BBICOKUIL.
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Owunbxu onepatopa

XuilleHue aaHHbIX

Cbou B

GYHKUMOHUPOBAHUU
ycnyr UHTepHeT-
npoeaiaepa

PucyHok 5 - PUCKY BOBHMKHOBEHUS yTpo3 JJIsl Pa3IMYHbIX aKTHBOB
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Oobpa3zen opopMIeHHSI CHOCOK.

HNudopmanuonnas 6e3onacuocts (UbB)— 310 cocrossHre nHPOpPMAITMOHHON
CUCTEMBI, INPU KOTOPOM OHAa HAMMEHEE BOCHPUUMMYMBA K BMEILIATEIBCTBY H
HAaHECEHUIO yIepOda CO CTOPOHBI TPEThbUX JiHIl. bBe30MacHOCTh JAHHBIX TaKKE
NOAPAa3yMEBAECT YIPABJICHUE PHUCKAMH, KOTOPBIE CBSI3aHbl C pa3rJIallICHHEM
MH(pOPMALMK WK BIMSHAEM Ha allllapaTHbIE U IPOrPAMMHbIE MOIYJIM 3alIUThL !

be3omacHocTh mHpOpManuu, KoTopas oOpadaThIBacTCs B OpraHU3AIUU, — ITO
KOMIUJIEKC  JIeMCTBUI, HAIpaBJICHHBIX HA  pEIICHHE MpoOJEeMbl  3alUThI
MH(POPMAITMOHHOM cpe/ibl B paMKax KoMmmanuu. [Ipu sTom mHpopmaiust He TOTKHA
OBITH OTpaHUYEHA B UCIOJIb30BAHUM U JUHAMUYHOM PA3BUTUU VISl YIIOJTHOMOYEHHBIX

TUIE.
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